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UCPath Campus User Access Form

Section Instructions Screenshot
Setting Up 1. The firstis the requesting supervisor to sign.
Workflow in 2. The second is the approving CPO or MAABO as appropriate. If most are GL roles, perhaps
DocuSign MAABO signs.
3. The third to get the form is your HR DSA who doesn’t sign but executes the requests in this
form
4. UCPath Service routing or addressing does not need any changes in the form as the form is
routed automatically.
5. If Section 6 needs to be completed, please print the form after completing the content
required and email for approval to the exception authorizer.
Header 1. This formis only for

campus user’s access
in UCPath, not for
Central teams or
Medical Center.

2. Theaccessisin
addition to what
employee is granted
automatically as self-
service.

3. The form needs to be
completed by user’s
supervisor in direct
reporting relationship

4. The approval workflow
is defined

5. All sections must be
completed.

This form is a source document for campus department user’s higher level access request to UCPath.
Supervisor completes this form and submits in DocuSign for approvals.
Routing: Supervisor>CPO/MAABO>DSA>UCPath Security Admin

All sections of this form must be completed.

1 User’s primary HR I
Department or the User’s Primary Job’s IR
department assigned-to if Department
temporary

2 This is critical information

to enforce control over
excessive & cumulative
access. The previous
access needs to be
removed as it was
approved by previous
supervisor and is no longer
valid.

2. Previous Access:
a. Incase of transfers, have previous roles been removed in KSAMS []

b. No previous access in KSAMS or UCPath

Page 1 of 7




Uc Division of Finance
and Administration

UCI
Job Aid

UCPath Campus User Access Form

Section Instructions Screenshot
3 Make selections 3. Roles Requested
appropriate to user’s For dataied descrgtion of. i roiss please review UCP:th Carpus Relss pans in Reies Wis
. . Function [ KSAUS Role Name [ Ves? | Taing
responsibilities without ——
providing excessive or | e s ety e amiton s 1 e, | UGB Cars b =]
. . | smatons pagorects Pyean s Frichanies Viceta LG L1 ring) —
inappropriate access. 2 | et sstoens byrosm ton masomoes | i gy | O -
. .. 3 Vi 5 X UCD.Canpus-Sosncn insacr D
Deta”s Of tra|n|n ) EIRG TeN, O D3NS SX3Irg AL POSEONS 13X ;PN Ve
. g . |‘_' A;':\tlmﬂ:ﬂ C?':‘;Qmml for nen a0 vacant poatioes br UCA-Canpus-Fosazn Contol :
curriculum are located in Semenatotiene o feoa =
Roles Wiki.
If a role being added to
the list that is not in this
form, supervisor needs to
get approval before the
form is sent to HR DSA for
processing in KSAMS.
4 List the department whose | 4 Department Access:
To which department’s employees does this user needs access?
| h d
employees the user needs Review Cognos report HR Hierarchy RUCI146 to determine appropriate level of department access.
access to see or process.
. P . KSAMS Role for Department Level Security UCPath HR Department ID Qualifier (IRnnnn)
HR Hierarchy report is
available here. UCP-Campus Department Level Security
UCP-Campus Department Level Security
5 Approver names and
. . 5. Approvals:
signatures required and
dated. a. Requesting
Supervisor Signature Name Date
b. CPO or MAABO Signature Name Date
6 Exceptlon requeSt > EL:SE:QP?;E]:}?SZ;;ZSEsi;omj ngil%tg;?:ll: ?9, or both, have been entered. For exception approval, please print this form
Just|f|cat|on_ and obtain approval by email.
1. If arole outside of the
list is being Authorizer Name Signature
requested. It is
expected that the
a pprOVaI from KSAMS Role Name HR Dept (only for End Date
relevant central e
R
group has been Approval &
obtained ahead of i ication L
submitting the form.
For instance if a TAM
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Instructions

recruiting role is
being requested.

If department access
being requested
outside of employee’s
division, approval
justification needs to
be noted.

Note that requesting
access to department
outside the division
or school will be
approved by DSA of
the other division or
school.

End dates of the
exceptions are
required.

Screenshot

Division of Finance
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UCI UCPath

UCPath Campus User Access Provisioning Process
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Security

Triggers: New Hire, Rehire, Transfer-in

10 Usar
Rezponsiility
Cranged

4

20 Colaborate
with DSA Using
Roles Wic to

determing Request
30 Are there
exceptions?

Exception Appeoval

DSA/KSAMS

£
s

a
[
(%]
=]
(%]
=]

Security Admin

UCPath

System

Orak Version 02/23/2020
Training Check
2b Complete the
required taineg
and notdy
Supenizer
-
2a f required’
trai been °
> Camens D
W
Yeos
v
3b Complete Form,
?\mm«w
document
extepton
S,O&A;M-n 1
KSAMS the 1
40 Does user 6.0 Primary Job
\— have oid gy Muestedroles k| + DSAApprove:
At et se!
— S 7//\\
VL:
\ 4
43 Ramove old KSAMS Workfio
access in KSAMS [ DoauSign Workdlow T aw

Excezsive Access Check
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Sample of the Form

This form is a source document for campus department user’s higher level access request to UCPath.
Supervisor completes this form and submits in DocuSign for approvals.
Routing: Supervisor>CPO/MAABO>DSA>UCPath Security Admin

All sections of this form must be completed.

1. User Details:

User’s UCINetID Date

Working Title/Jobcode
User’s Name
UCPath Employee ID User’s Primary Job’s IR
(optional) Department

2. Previous Access:
a. Incase of transfers, have previous roles been removed in KSAMS ]
b. No previous access in KSAMS or UCPath O

3. Roles Requested:

For detailed description of authorizations, please review Roles Wiki available from https://ucpath.uci.edu/security/

Function KSAMS Role Name Yes? | Training
Completed?
UCPath Workforce Administration

1 Initiates new or updates existing employee information such as hires, UCP-Campus-HCM Initiator O O
positions assignments, PayPath, or Pay changes. Manages LOA (Requires Training)

2 Approves transactions for new or existing employee information such as | UCP-Campus-HCM Approver 1-All O O
hires, positions assignments, PayPath, LOA, or Pay changes (Requires Training)

3 Initiates new, or updates existing, vacant positions for approval, view UCP-Campus-Position Initiator O
budget distribution data

4 Approves position change transactions for new and vacant positions for UCP-Campus-Position Control O
the departments they own to approve Approver

5 Lookup but not change any employee job or personal info they are UCP-Campus-WFA No PII O
authorized for except for sensitive or confidential information
Lookup but not change any employee job or personal info they are UCP-Campus-WFA with PII O

6 authorized for including sensitive or confidential information. Includes
ability to view Pll information.

7 Inquire payroll, absence, workstudy, or job info related information of UCP-Campus-HCM Inquiry O O
employees the user Is authorized for, includes the WFA with PII. (Requires Training)
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UCPath Absences & Benefits
Initiates Leave Requests, provides any additional information as needed | UCP-Campus-LOA (Requires O O
8 and also to Extend Leaves and Return Employees from Leave(role also Training)
included in HCM Initiator)
9 Functions as Health Care Facilitator (HCF) can view employee’s benefits | UCP-Campus-HCF O
information(role also included in HCM Initiator)
10 Submit a Salesforce ticket to UCPath for data change related to UCP-Campus-Support Case O
employee configuration (role also included in HCM Initiator) Submitter
UCPath Payroll
1 Initiates additional pay, one time or recurring and payroll requests, final UCP-Campus-Payroll Initiator O O
pay. Initiates PayPath transactions. Includes WFA Inquiry roles (Requires Training)
12 Approves additional pay one time or recurring and payroll request and UCP-Campus-Payroll Approver 1- O O
final pay All (Requires Training)
UCPath General Ledger
13 Initiates funding or budget entries for employees funding sources UCP-Campus-Funding Initiator O O
(Requires Training)
Initiates transfer of costs of an employee from one funding source to UCP-Campus-Cost Transfers O O
14 | another funding source. Also distributes or redistributes benefits costs Initiator (Requires Training)
over one or more funding sources.
15 Maintains and initiates budget entries for budget distribution data UCP-Campus-Budget Entry O O
(Requires Training)
16 Approver of Funding entry, Benefits cost transfer, and direct retro UCP-Campus-General Ledger O O
transactions Approver (Requires Training)
17 Review GL or commitment accounting information for position funding UCP-Campus-GL Inquiry O O
and cost transfer status. (Requires Training)
Other Roles Not in List Above
18* | Add role not in list above O O
19* | Add role not in list above O OJ

* For role not in list, enter the KSAMS Rolename and complete Section 6 below.

4. Department Access:
To which department’s employees does this user needs access?

Review Cognos report HR Hierarchy RUCI146 to determine appropriate level of department access.

KSAMS Role for Department Level Security UCPath HR Department ID Qualifier (IRnnnn)
UCP-Campus Department Level Security

UCP-Campus Department Level Security
5. Approvals:

a. Requesting
Supervisor Signature Name Date

b. CPO or MAABO Signature Name Date
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6. Exception authorizer’s approval and justification.
Please complete this section only when Role 18 or Role 19, or both, have been entered. For exception approval, please print this form

and obtain approval by email.

Authorizer Name

Approval &
Justification

Signature

Uc Division of Finance
and Administration

With U « For U

KSAMS Role Name

HR Dept (only for
Dept Level Role)

End Date

R

R

For more information UCPath System Access please refer to UCPath Access page https://ucpath.uci.edu/security/.

This form and security access requests granted as a result are governed by a variety of UCI Security Policies. Please review:

https://security.uci.edu/security-plan/plan-policies.html
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